JBL Labs Ch 12 and 13
Michael Dawson

Chapter 12 Configuring a pfSense Firewall on the Server.
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Chapter 13 Configuring a VPN for Secure File Transfers
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Part 2 Comnare Sacure and Non-Secure File

Part 2: Compare Secure and Non-Secure File Transfers in
Wireshark

password is correct, which makes it a bit more di
hacker to identify, but hackers often have slready
account Information before ever attempting to crack the

password.

11. Inthe frame summary pane, click frame 49.

49-55

Frames 49-55 again begin with the server in a ready
state, and continu

th 172.30.0.2 attempting o sign

set of frames, the user name
Is paired with the password 1SS316Securl
ted in frame 55.

in'to the server, In th

stude
which is

“Filter FTP frames 49

12 Make & screen capture showing the frame that carries
the Gomect password and paste it no the Lab Report

file

Note: In the next steps, you will analyze how a file
transferred using FTP appears in Wireshark

Inthe frame summary pane, click frame 61
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Work with a pfSense VPN Server
Part 2: Compare Secure and Non-Secure File
Transfers in Wireshark
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Part 2: Compare Secure and Non-Secure File Transfers in
Wireshark

the last line.

Note: The Iast line of the frame detalls pane, FTP Data,
displays the transferred file name (/etc/ipsec.conf) and
the first part of that file's cantents. The hex data pane
displays the contents of the file in clear text on the right
side of the pane and the corresponding hexadecimal
(base 16) code on the lefi side.

In the frame summary pane, click frame 69

The FTP Data line of the frame details for frame 63
displays the last part of the transferred file's content.
This file Is short and is only broken into two packets for
transmission by FTP. Shorter files can be transmitted

as a single unit; longer files are broken into more
pieces

Make a screen capture showing the Wireshark window
&nd the hex data pane for Frame 69 and paste it into
your Lab Report file

Note: One way that FTF can be used in  mare secure
manner is to encrypt the file before transferring it. The file
contents would still be visible as a part of a file transfer
analysis using Wireshark, or any similar packet analysis
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= Section 3; Lab Challenge and Anal

Part 2: Compare Secure and Non-Secure File Transfers in
Wireshark

ESP in frame 10

44.In the frame summary pane, click frame 16.
Frame 16 is an unencrypted NetBios Name Service

(NBNS) name query and occurs outside of the IPSec

tunnel

45. Make a screen capture showing the frame details pane
for frame 16 and paste it into your Lab Report file

46. In the frame summary pane, click frame 47.

Frames 47-67 continue the secure IPSe
between 172.30.0.2 and 172.30.0.100 using the
occasional Intemet Group Management Prg

ol v (in

frames 48, 49, 51, 64, and 66), Link Local Multica
H £ Type here to search

0 i20) YouTube.
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Part 2: Compare Secure and Non-Secure File
Transfers in Wireshark
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Part 2: Compare Secure and Non-Secure File Transfers in
Wireshark
However, you may notice that Wireshark sh
brackets on the left-hand margin that begin with frame
253. Just as establishing an IPSec tunnel begins with
the ISAKMP exchange, then switches to the ESP

protocol for the data tra

H transfer actually

or, an

begins with a three-way handshake using TCP (frames

253-255). If you revisit the ssh-capture peapng file
out the sshfilter, you will see the same TCP frames
before the first SSHv2 frame.

48.Inthe Filter box, type =sh and press Enter to create a

new filter that will display only the SSHv2 packets

related to the SSH file transfer

Use what you learned from reviewing the ssh-
capture.pcapng file to identify the different steps of the
SSH transfer, including Client identification, K
Exchange initialization, and the actual file transfer

49. In the frame summary pane, click the last SSHv2 frame
in the SSH file transfer

50. Make a screen capture showing the last SSHv2 frame
in the SSH file transfer and paste it into your Lab
Report file.
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f analysis,

about the exchange

51. Inthe Filter box, highlight the ssh text, then type esp

Make a screen capture showing the last frames in the
ESP exchange and paste it into y Rep

3. From the Wireshark menu, click File and select Quit t

psec-capturs
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Part 1: Configure a Windows VPN Client to Work with a
pfSense VPN Server
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4. Close the PowerShell window,

e viarkstation taskbar, open the
yourname. IPsec connection profile

n P Type here to search - 6 & TF Clear ~ &
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Part 1: Configure a Windows VPN Client to Work with a
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yourname_IPsec connection

Internet Opticns

Viindows Firewall
Make & screen capture showing th

connection encrypted with AES 256

c VPN
d paste it

Report file

3. Close any open windows.
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Part 2: Compare Secure and Non-Secure File Transfers in

Wireshark

Frame ©3: 122 bytes on wire (976 bits), 127 bybes captured (376 bits) on interface &
Ethernet 11, ‘e_abiacisd (@0:5Q:56iabiaciad), DSL: Wnware_sbidS:65 (00:50:56:ab:45:85)
Internet Pratocol Version 4, Src: 18.20.1.1, Dst: 172.30.8.2
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Part 2. Compare Secure and Non-Secure File Transfers in
Wireshark

t the fir 1, execute get £i

@ ftp prompt, execute quit to ex

Close the Command Prompt window

nt nections folder, open the PUTTY
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Part 2. Compare Secure and Non-Secure File Transfers in
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4. Close the SSH PuTTY session

Restore the remote TargetWindows05 connection

e Local Disk (9

6. Stop the Wireshark packet capture # Network
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or box, isolate the
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Part 2: Compare Secure and Non-Secure File Transfers in 2 - 31 Passuord required for student
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user student logged dn
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Frome 713: 110 bytes on wire (89@ bits), 110 bytes captured (880 bits) on interface @
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11, Dst: 172.30.0.2
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Make a screen capture showing the contents of the
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Report
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Part 2: Compare Secure and Non-Secure File Transfers in
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Make a scroen capture fitered SSH

frames in your capture file and paste

e identify the frame

T0TASOE32750 2021000163208, w5012

earch o & 3 d 75 Clear

1. Some benefits of deploying a VPN would be to have a secure connection, and overall just to be
safe. Also another benefit, you can access another network from home.\
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