CYSE 301: Cybersecurity Technigue and Operations

Assignment M6: Digital Steganography
Michael Dawson 12/3/24

(Total 100 Points)
Lab Preparation:
* Access a Windows7 VM in CCIA .

Assignment details:

You need to use steghide, not s-teel to complete this assignment. Your local path may be
different depending on the folder where you extract the executable file. Make sure you are
working on the right directory.

1. [10 Points] Create a text file containing the answers to the following questions:

* What are your name and current date and timestamp?
* What is your expected grade in this course?

File Edit Format View Help
Name: mMichael Dawson|

ate and Timestamp: 12/3/2024 11:20pm




2. [50 Points] Use steghide to hide this text file in the cover image, " octopus.bmp."

* Use your own UIN (for example, 01000123) as the password for encryption (you can
choose any encryption algorithm from the given options).

* Use your Midas ID (all lowercase) for example "svatsa.bmp" as the name of the
STEGO file.
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3. [20 Points] Extract the secret message by executing steghide command with - - extract
option as follows:

C:\Tools\steéhide>steghide.exe ——extract —sf svatsa.bmp

Enter passphrase:



Windows 7 on CY30T-MDAWS00G

rogsoft Windows [Uersion 6.1.76801
Copyright {(c> 280? Microsoft Corporation. A1l rights reserved.

IC:\Tools\ste: >steghide.exe —extract —sf mdawsB@86.bmp

.txt" does already exist. overwrite ? (y/n> y
urote extracted data to “answers.txt'.
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Name: Michael pawson

current pate and Timestamp: 12/3/2024 11:20pm

expected Grade In Course: A
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4. [10 Points] Execute the command to list the contents to verify whether the textfile with

secret message has been extracted or not.

You should see text file there because it was hidden in the jpeg image file and appeared
after extracting the image file in the previous step.



B Steghide

C:“Tools“steghide>steghide.exe ——extract —-sf ndawsBHO6.bnp
Enter passphrase:

the file. mans twt'" does already exist. overwrite 7 {(ys/n)> y
urote eitn ad_data™ee."answers.txt'.

C:“Toolsssteghide>dir
Uolume in drive C has no.dabel.
VOIle SEridl muner 1z /AC4-E2E4

Directory of C:\Toolsssteghide

2-84-2824 B84:33 <DIR> .
2-84-2824 B84:133 <DIR> .-
A-15-2083 B@9:32 25,122 about—nls_.txt
adpentureland. txt
2,84/2824 answers.txt
bugs . txt
copying . txt
credits.txt
cygiconv—-2.d11
cygintl-2.d11
cygjpeg—62_dl11
cygmcrypt—4 _d11
cygmhash-2.d11
cyguwinl.dll
cygz .dl1l
history.txt
idea.wav
LEAME. txt
locale
manual.pdf
manual_es.pdf
ndawsBB6 . bnp
Monarch.bmp
octopus .. hmp
- READHE. txt
2,-84-2024 steghide(for Windows)>.zip
A-15.-2083 L1 L steghide .exe
B-15-2883 B89:33 AM todo .txt
2% Filed{s> 6.329.672 hytes
3 Diwvds> 33,.8073_283.872 hytes free

5. [10 Points] Execute the command to dispaly the contents of the file you revealed.

C:“Toolsssteghide>type answers.txt
Mame: Michael Dawson

Current Date and Timestamp: 1232824 11:28pm

Expected Grade In Course: A
C:%Toolsssteghide>




